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1
Introduction

Access control in the 5G System has been somewhat discussed in 3GPP TSG SA1 during FS_SMARTER_NEO with the following potential requirement introduced in 3GPP TR 22.864:

[PR 5.6.2-021] The 3GPP system shall support an enhanced service access control mechanism (e.g., based on the subscriber PLMN, the access class, the device type (UE or IoT device), the service type (e.g., Voice, SMS, specific data application) and the communication type (e.g., emergency call, signalling and/or service origination)).
[PR 5.6.2-022] The enhanced service access control mechanism shall be able to provide access to a limited set of services determined by an operator’s policy.
Yet to be normalized in Stage 1 TS22.261, these potential requirements though rather vague do however point at opening the door to not applying by default the Access Control mechanisms that have been specified in LTE starting from Rel-8.
Initial discussions have already taken place in RAN2, where, so far, the following agreements have been made [1]:

RAN2 has achieved preliminary agreements with regards to access control mechanism for New Radio (NR). Focusing on Access Barring, RAN2 agreed:
-
to aim to specify one unified access barring mechanism for NR that can address all the use cases and scenarios defined in LTE

-
that the unified access barring mechanism needs to be forward compatible in order to cope with future use cases/scenarios

-
to aim to specify an access barring mechanism for NR that is applicable for all RRC states in NR.

To fulfil these requirements, RAN2 considers a framework where the each access attempt is mapped onto an “access category” based on e.g.: 
-
the application triggering the access

-
services (e.g. MMTEL voice, MMTEL video, SMS)

-
call types (e.g. emergency access, high priority access)

-
device/subscription indicators (e.g. low priority UEs)

-
signalling procedure(s) (e.g. NAS procedures, RRC procedures)

-
etc.
The access barring parameters broadcast by the RAN would be “access category” specific (but agnostic to applications, services, call types …). The UE performs the subsequent access barring check taking only the above-mentioned “access category” into account. In other words, the access barring check and the corresponding barring parameters are unified.
This contribution provides a proposal for a unified access control mechanism and clarifies the related architectural requirements expected on 5GS.  It is noted that no discussion on access control took place during the NextGen study.
2
Discussion
2.1
Background
In LTE, Access Control is spread across several layers; AS, NAS and higher layer. A primary mechanism of access control is barring. The barring decision uses broadcast parameters in AS layer. Several mechanisms are specified: 

· Access Class Barring (ACB)

· Extended Access Barring (EAB)

· Service Specific Access Control (SSAC)
· Smart Congestion Mitigation (SCM)
· Application Specific Congestion control for Data Communication (ACDC)

The current LTE approach with multiple mechanisms yields complexity, not just from the several mechanisms themselves, but their interaction (and cross-layer issues). For example, while SSAC gives independent access control for MO telephony session request, the SCM enables skipping the ACB for prioritization of MO telephony session.
2.1
Proposal

2.1.1
Unified access control
Given the opportunity offered by 5GS to start from a blank sheet, a first proposal is made to endorse in SA2 the current agreements in RAN2 to define a unified access control mechanism that can address all the use cases and scenarios defined in LTE. This allows for a simpler approach with expectedly lower complexity.
Proposal 1: 5GS should support a unified access control mechanism which can cope at least with all the scenarios/use cases seen in LTE and be flexible enough to accommodate yet unforeseen use cases and applications.
It is not completely clear from RAN2 agreement, though it does mention NR, whether the intended unified access control mechanism will be specific to NR or rather specific to 5GS – in other words, whether it would apply to E-UTRAN in 5GS. TS36.331 is expected to be the default RRC specification (with changes) for E-UTRA operation in 5GS – it is of course a RAN2 matter as to how a unified access control mechanism could be introduced in such specification.

From a 5G System standpoint however, there is no compelling reason to import backwards compatibility to legacy Access Control mechanisms (i.e., ACB, EAB, SSAC, SCM, ACDC… etc). With this in mind we would recommend to apply the unified access control mechanism to any (3GPP) radio access (i.e. NR and E-UTRA). 
Proposal 2: The unified access control mechanism shall be applicable to any (3GPP) radio access (i.e., NR and E-UTRA) in 5GS i.e. all 5G RATs.
In LTE, SSAC is applicable in both idle and connected modes while other mechanisms are applicable in idle mode. It is beneficial to design a generic access control mechanism which is applicable in all the CM states (RRC states) considering (1) e.g. some network slice instance may get congested before the radio resource is exhausted, and (2) the low priority traffic should be barred while the UE is intended to serve high priority traffic only.  Hence, though primarily a RAN2 issue, we also suggest to endorse the RAN2 agreement to ensure the unified access control is applicable to all RRC  states (CM states). 
Proposal 3: The unified access control mechanism shall be applicable to all CM states (RRC states).
2.1.2
Functional split

For LTE and previous systems, the AS has been ~service agnostic while NAS has taken care of service-related parts. NAS communicates the necessary service dependent information to AS. The AS primarily handles load control (e.g. barring rate). These principles have worked well in the past, and it is proposed a similar approach be used in 5GS. 
Proposal 4: The unified access control mechanism shall follow a strict AS/NAS separation with a fully service-agnostic AS part and a service-related NAS part, where the barring decision is taken at the AS.
The UE NAS determines for each uplink access attempt which Access Category to use, based on given policy rules (see 2). The Network AS broadcasts barring information for each Access Categories as part of system information. The UE uses this barring information to reach a barring decision for the applicable access attempt.
2.1.3
Non-3GPP access

No access barring information can be made available to UEs over non-3GPP access (unlike over 3GPP access), hence no barring decision can be taken. Nonetheless, e.g. 5GC congestion situations may need to be addressed since those apply irrespective of the underlying access.

If the UE is simultaneously camping on a 3GPP access and using non-3GPP access, barring decisions reached based on 3GPP AS could be applied to non-3GPP access. However, we propose this be left to UE implementation.

The N3IWF should be capable to release a PDU session or reject the establishment thereof upon congestion, although for the latter case, signaling congestion will not be alleviated.

Proposal 5: Whether a UE can use barring decisions reached based on 3GPP AS to apply access control over N3GPP access is left to UE implementation. 
2.1.4
Access Categories and related rules
A consequence of the functional split in §2.1.2 is that the AS mechanism would be the same irrespective of the service itself – which does not imply the same barring or barring rate would apply to all services. Specifically, it is proposed that a set of Access Categories be defined at NAS, and that the AS enforces barring for these (i.e. RAN broadcasts e.g. barring timer, barring rate, etc. for each Access Category, on which the UE acts).
Proposal 6: Access Categories are introduced at NAS for which the AS enforces barring.
With proposal 6 in mind, it is proposed to define Access Category Policy rules used by the UE to determine the Access Category for each uplink packet. The Access Category Policy can be configured (e.g. OMA DM) and/or signaled to the UE via NAS signaling.
Proposal 7: Access Category Policy rules are defined that are used by the UE to determine the Access Category for each uplink packet.

Proposal 8: Access Category Policy rules can be configured (e.g. OMA DM) and/or signalled from PCF via the AMF to the UE.
Proposal 9: In non-roaming scenario as well as local break-out roaming scenario the Access Category Policy rules are provided by the serving PLMN. In home-routed roaming scenario, the rules are provided by the HPLMN
Proposal 10: Each Access Category Policy rule contains following parameters:

- 
Precedence value (for determining which order the rule shall be tested for a match)

-
Access Category

-
Criteria (defined hereafter)
The following criteria are taken into consideration to construct an Access Category Policy rule: 
 
-
Access Class (if retained in 5GS)

-
Traffic filter (identifies specific application, where the traffic filter may include application identifiers)

-
Device/subscription types (e.g., normal priority UE, low priority MTC device)

-
Type of service (e.g. MMTel Voice, MMTel Video)

-
Type of access attempt (e.g., Emergency)
-
Type of signaling (e.g., MO signaling, MT access (paging response))
-
QoS Information (i.e. 5QI)

-
Slice information (i.e. S-NSSAI or DNN (if not already inferred by S-NSSAI))

-
CM state (i.e., CM-Idle and CM-Connected). If this is not included, it is assumed the rule applies in both CM_IDLE and CM_CONNECTED states.
.
2.1.5
Example call flow
Figure 1 illustrates a high-level call flow.
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Figure 1: Unified access control procedure

Step 1: 
The Access Category Policy is provisioned from PCF to the UE through NAS signaling or other protocols (e.g., OMA DM).
Step 2: 
The UE stores the Access Category Policy. The ACP is stored at NAS layer if it is provisioned via NAS signaling. For OMA DM, the ACP is stored in a specific Management Object (MO).
Step 3: 
The ACP may need to be updated (e.g., create a new Access Category with corresponding rules, remove a existing Access Category, or modify the rule(s)). One of the use case may be create a new Access Category to associate all the traffic targeted to a specific network slice which is congested, and restrict the traffic by setting a proper barring configuration associated with this Access Category. 
Step 4:
The PCF send the updated ACP to the UE (N1 policy information) and the RAN node (N2 policy information) via AMF. The ACP could also be provisioned by other protocols (e.g., OMA DM).
Step 5.a: 
Upon receipt of the N2 policy information, the RAN node updates the barring configuration accordingly.
Step 5.b:
The UE updates the Access Category Policy at NAS (or MO if it is provisioned via OMA DM).

Step 6:
UE replies Access Category Policy update response message back to the PCF via AMF if NAS signaling is used.

Step 7:
The RAN node may need to update the barring configuration according to the radio condition or network slice status.

Step 8:
The barring configuration is broadcasted by the RAN. 

Steps 9:
The UE stores the barring configuration broadcasted by the RAN node at AS layer.

Step 10:
An UL packet is categorized into an Access Category based on the ACP, and then sent to the AS layer with the Access Category information.

Step 11:
The AS layer makes barring decision.
3
Conclusions
Proposal 1: 5GS should support a unified access control mechanism which can cope at least with all the scenarios/use cases seen in LTE and be flexible enough to accommodate yet unforeseen use cases and applications.
Proposal 2: The unified access control mechanism shall be applicable to any (3GPP) radio access (i.e., NR and E-UTRA) in 5GS i.e. all 5G RATs.
Proposal 3: The unified access control mechanism shall be applicable to all CM states (RRC states).
Proposal 4: The unified access control mechanism shall follow a strict AS/NAS separation with a fully service-agnostic AS part and a service-related NAS part, where the barring decision is taken at the AS.

Proposal 5: Whether a UE can use barring decisions reached based on 3GPP AS to apply access control over N3GPP access is left to UE implementation. 

Proposal 6: Access Categories are introduced at NAS for which the AS enforces barring.

Proposal 7: Access Category Policy rules are defined that are used by the UE to determine the Access Category for each uplink packet.

Proposal 8: Access Category Policy rules can be configured (e.g. OMA DM) and/or signalled from PCF via the AMF to the UE.
Proposal 9: In non-roaming scenario as well as local break-out roaming scenario the Access Category Policy rules are provided by the serving PLMN. In home-routed roaming scenario, the rules are provided by the HPLMN

Proposal 10: Each Access Category Policy rule contains the following parameters:

- 
Precedence value (for determining the order in which the rules are tested for a match)

-
Access Category

-
Criteria for the rule
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